Privacy Policy
Aron Brokers Ltd. (Mauritius)
Effective Date: July 2024

1. Introduction

Aron Brokers Ltd (hereinafter referred to as "the Company") takes the security and privacy of
clients’ personal data very seriously. This Privacy Policy (hereinafter, "Policy") outlines how we
collect, use, disclose, retain, and protect your personal information in compliance with the Data
Protection Act 2017 (DPA) of Mauritius, which aligns with international standards such as the
GDPR. By using our services, you consent to the practices described in this Policy.

2. Collection of Your Personal Information

The Company collects and processes various types of personal information depending on the
nature of the services provided. This includes:

e Personally Identifiable Information (Pll): Information submitted during registration for
a Real/Demo Account such as name, email and postal addresses, telephone number,
country of residence, employment status, financial background, login credentials, and
password details.

¢ Identity and Residence Verification: Information such as legal name, business name,
Tax ID for business entities, date of birth, and supporting documents like identity proof
and proof of residence.

e Service Utilization Data: Information regarding requests or transactions made through
our services, payment information, subscription details, user-generated content, and
communications with the Company.

e Website Usage Data: Information about your activity on our website, including IP
address, geographic location, operating system, browser type, domain names, access
times, and referring website addresses. This may be collected automatically and
includes tracking and aggregation of user activity for analysis.

3. Use of Cookies

Our website uses cookies and similar technologies to enhance your experience. These include:

e Essential Cookies: Necessary for core functionality such as accessing secure areas or
maintaining your login status.

e Analytical Cookies: Collect data on website usage to optimize and improve the user
experience.

e Performance Cookies: Track website performance metrics to identify and resolve
issues.

e Advertising Cookies: Deliver relevant advertisements based on your interests and
measure ad campaign effectiveness.
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You can manage cookie preferences in your browser settings. Disabling cookies may impact
some website features.

4. Use of Your Personal Data

Aron Brokers Ltd uses your personal data to:

Operate and Secure Accounts: Facilitate account creation, secure your account, and
manage your platform experience.

Enhance Services: Improve and promote services, verify identities, prevent fraud, and
personalize your experience.

Communication: Provide information about products and services, conduct surveys,
and gather insights for potential new offerings.

Legal and Regulatory Compliance: Fulfill legal obligations, including compliance with
anti-money laundering (AML) and know-your-client (KYC) requirements.

5. Disclosure of Personal Information

The Company may disclose your personal information to:

Group Companies and Service Providers: For data processing services, customer
support, statistical analysis, and other purposes outlined in this Policy.

Law Enforcement and Regulatory Bodies: When required by law or to protect our
rights.

Third Parties with Consent: When you provide explicit consent for such disclosures.

6. Data Protection and Security Measures

We implement comprehensive physical, electronic, and procedural measures to protect your
personal information against unauthorized access, use, or disclosure. These include:

Secure Servers: Storing personal data on secure servers.

Encryption: Using encrypted transmission links where possible.

Access Controls: Employing firewalls, authentication systems, and access control
mechanisms to prevent unauthorized access.

Regular Reviews: Regularly reviewing information collection, storage, and processing
practices.

7. User Rights

You have the following rights concerning your personal information:
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Access and Correction: Request access to and correction of inaccurate or incomplete
information.

Opt-Out: Opt out of receiving marketing materials.

Data Processing: Request the cessation of personal data processing. Withdrawing
consent may impact your ability to access certain services.

Data Portability: Obtain a copy of your personal data.
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To exercise these rights, contact Customer Support via email, telephone, or postal mail. Note
that some information may persist in our records for legal compliance purposes.

8. International Data Transfers

We may transfer your personal information to third parties in other countries for processing.
When doing so, we ensure that your privacy rights are adequately protected in compliance with
applicable laws, including putting in place data transfer agreements.

9. Data Retention

Your personal information is retained only as long as necessary to fulfill the purposes outlined in
this Policy unless further retention is required by law.

10. Automated Decision Making

Our use of your personal information may result in automated decisions, including profiling. You
have the right to contest such decisions and request human oversight.

11. Ongoing Updates

We may update this Privacy Policy periodically. The latest version will always be available on
our website. Significant changes will be communicated via the website or email. Continued use
of our services after updates signifies acceptance of the revised Policy.

12. Legal Disclaimer

We may disclose your personal information to comply with legal requirements or protect our
rights. We are not liable for misuse of personal information resulting from third-party cookies or
unauthorized access due to your negligence.

13. Consent

By using our services, you agree to this Privacy Policy. If you disagree with any part of this
Policy, please cease using our services. Contact us for any questions or concerns about this
Policy.

Contact Information

For any questions or concerns regarding this Privacy Policy, please contact us at:

e Support@Aronbroker.com
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